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The Data Protection Act, 2012 (Act 843) sets out
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use, disclosure and care for your personal data
or information by a data controller or processor.

What are the 8 principles of The Data
Protection Act?

Principle 1 — Fair and lawful.
Principle 2 — Purpose.

Principle 3 — Adequacy.

Principle 4 — Accuracy.

Principle 5 — Retention.

Principle 6 — Rights.

Principle 7 — Security.

Principle 8 — International transfers.

THURSDAY
29-09-2022

Learners
brainstorm
to explain 4
sanctions for
data breach.

Engage Learners to identify some
common occurrences of data security
breaches that people in the community
overlook.

Discuss with Learners the corresponding
sanctions for the occurrences of data
security breaches identified.

Occurrences of data security breaches;

Unpatched Security Vulnerabilities.
Human Error.

Malware.

Insider Misuse.

Physical Theft of a Data-Carrying Device.

Weak and stolen credentials. Stolen
passwords are one of the simplest and
most common causes of data breaches.

Application vulnerabilities. All software
has technical vulnerability that crooks
can exploit in countless ways.

Malicious insiders.
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